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SLASLKTUOU-TWV-TIPAYHATWY TIEPLOPLOUEVWV TIOPWV”

NepiAnyn

To Swadiktuo twv mpaypatwv (loT) amoteAel pla e€eAloocopevn texvoloyia, n omoia
elval oe Béon va Slaocuvdéoel évav avavouevo aplBud €EUTVWV CUOKEUWVY, yla TNV
umooTtnPLEN MOAUTAOKWVY SeSOUEVOKEVIPIKWY edappoywv. H duvatotnta aclpuatng
oavafaduiong autwy TwV CUCKELWV elval e€€xovoag onpaciag, KaBw eMITPEMEL TV
EVOWUATWON ETUTAEOV AELTOUPYLKOTNTAC OTO AOYLOULIKO TOUG, Tn d1opBwon Aabwv Kal
€UTOOELWV TOU KWOLKA, 1] AKOMO KOLL TOV EMOVATTPOGSLOPLOUO TOU OKOoToU Toug, Sixwe va
anatteital n duokn emadn pe autéG. TEToleg AVCELG OLOUPOTOU TIPOYPAUUATIONOU,
QIOULTOUV TN oUUMTUEN TwV amootaAéviwy dedopévwy katd tnv avaBabuion, wote va
HEWWOel n KatavaAwon evépyelag oto SiKTuo, n omola odelAeTal OTIC AMAPALTNTES
AELTOUPYLEC ACUPUATNG ETILKOLVWVLAG.


https://zoom.us/j/95221129501

MNa va wavomolnBel autr) n avaykn, oL cuokeuég loT pmopolv emiong va
avaBabuLotoly, LECW HLOG TEXVLKNG, TTOU OVOUATETAL EMAUENTIKOG TPOYPAUUATIONOG, N
omola amogeUyEL TNV EMAVATIOOTOA}] OAOKANPOU TOU AOYLOMLKOU, OTav €XEl
SnuoupynBet pa avavewpevn ékdoon. H o dtadedopévn popdr autng tng TEXVIKAG,
elval péow Twv aAyoplBuwv Stadopadg, oL omoiol Bpiokouv ta Kowa tprRpata Suo
ek600EWV AoylopLkoU Kal uttoAoyilouv éva KwdLKomonuéVo “UnMaAwua”, to omoio
amootéAAetal oto Oiktuo. Me autdév Tov TPOMO, Ol OUCKEUEC HIMOopoUlV va
XPNOLLOTIOL|O0UV HEPN TOU AOYLOUIKOU TIOU TPEXOUV EKELVN TN OTLYUN, WOTE va
ouvBéoouv Tn véa €kdoon TOTILKA.

Y€ QUTAV TNV gpyacia, LEAETAUE TEXVIKEC, TTPWTOKOAAX SIKTUOU KOl GUCTHUOTO TIOU
£€X0ouV avarmntuxOel pe okomo tn Helwaon Tou OYKOU TwV HETASOCEWVY KOTA TNV avapaduion
Siktuwv loT kat €xouv Bpel amnxnon oe diktua PeyaAng kAlpokag. EmutAéov, divoupue
€udaon otnv availuon Twv PBnuatwv tng Stadikaciag avapadbuiong, mapovaotalovrog
Sl1adopeg TEXVIKEG TIOU TA UAOTIOLOUV. AKOWN, avOopEPOUUE UNXOVIOHOUG oL omoiol
ETUKEVTPWVOVTAL OTNV A0PAAELD TOU ACUPUATOU TIPOYPAUUATIOUOU, HLOG KAL TIPOODATEG
eTBEoeLG £xouv amokaAUPeL Twg avaoPadeic oTpatnylkéG avaBabuiong, pnopouv va
ermutp€Pouv tnv gykataotaon enPAaBol¢ AOYLOUIKOU a0 TIG CUOKEUEG VOGS SLkTUOU,
ennpealovtag tn AslToupyia Toug.

ErmutAéov, mapouaoidloupe évav aAyoplBuo diadopdg, ovopatt Dfinder, o omolog
Umopel va uTtOAOYLoEL pIKpA “HmaAwpata”, Xpnolpomnolwvtag kwdikomnoinon &éAta. O
aAyoplBuog €xel O(nlogn) xpoviki kat O(n) xwplk TTOAUTTAOKOTNTA KOL XPNOLUOTIOLEL
EMAUVENUEVOUC TIIVAKEG AMOOEUATWY Kal CUYXPOVEC TEXVIKEC UTIOAOYLOHOU TOUC, TIOU
ETUTPEMOUV TNV ANOSOTIKH EVPECN KOWWV TUNHUATWY HETAEU SUO eKSOCEWV AOYLOULIKOU.
Akoun, mapouotaloupe pio eméktaon Tou aAyoplOpou, n omolo HELWVEL TIG
QMOBONKEVTIKEG QAT OELG OTN KEPLA TOU TTAPAAATITN KATA TO NULOU, WOTE CUCKEVEC LE
TIEPLOPLOUEVO ATIOBONKEUTIKO XWPO VAL UIMOPOUV EToNG va avafabulotouv emauénTika.
T€AOG, EVOWHOTWVOULE To Dfinder oe pia mAatpopua acUpUATOU TIPOYPAUUOTIOUOU
SiktOwV 10T Kol SElXVOUUE TWC UTTOPEL VA PELWOEL TOV XPOVO KOL TNV EVEPYELA TIOU
amattouvtal yla tnv avoBaduiwon diktuwv loT péxpt kat 94%.
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“Multiplatform incremental OTAP strategy for resource-constrained loT devices”

Abstract

The Internet of Things (loT) presents itself as an emerging technology, which is able to
interconnect a soaring number of heterogeneous smart devices around the world, for
supporting complex data-driven applications in a variety of domains. The ability to
wirelessly update these devices is paramount, as it allows the integration of additional
functionality into their firmware, the resolution of code errors and security vulnerabilities,
or even their complete re-purpose, without physically accessing them. Such Over-the-Air
Programming (OTAP) solutions require the compaction of the transmitted data during a
network update, in order to reduce the energy consumption in the network, which is due
to the necessary communication operations.

To meet this need, loT devices can also be updated using a technique, called
incremental programming, that avoids the retransmission of the entire firmware, when
an updated version has been released. The most common form of this technique is
through the so-called differencing algorithms, that execute at a firmware server and aim
to detect common segments between two firmware versions, producing an encoded
patch that is disseminated to the network. This way, the devices can utilise parts of the
firmware they currently run, in order to reconstruct the updated version locally.

In this work, we survey techniques, protocols, and schemes that focus on the reduction
of the transmissions during a network update, and have found widespread application in
large-scale 10T networks. We also emphasize the essential steps of the firmware update
process, along with the proposed approaches and techniques that implement them.


https://zoom.us/j/95221129501

Besides, we discuss contributions that focus on the security aspects of OTAP, as recent
cyberattacks have revealed that unsecured update strategies can allow adversaries to
inject faulty or malicious firmware into a network, manipulating its operation.

Furthermore, we present a differencing algorithm we have developed, called Dfinder,
that can compute small patches, based on delta encoding. The algorithm has O(nlogn)
time and O(n) space complexity, and utilises enhanced suffix arrays and state-of-the-art
construction techniques, that enable the efficient detection of common segments
between two firmware versions. Additionally, we propose an extension of the algorithm,
that halves the storage requirements at the receiver, so that devices with limited storage
can also be updated, incrementally. Finally, we integrate Dfinder in an OTAP testbed and
show that it can reduce the update time and the corresponding energy consumption of
loT networks up to 94%.



